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1. Description of functionality and rights granting

Accounts and access rights can be managed by a person who has the first signature right to at least one business
account in the Internet Bank and to whom such the right has been granted by the company manager or his authorized
person by signing the Internet Bank Service Agreement or in the Internet Bank/Bank branch by signing the application
(“Grant the right to administer the account users’ rights”).

Accounts and access rights are managed by selecting “Accounts and access rights management” under the menu
item “Settings“.

The accounts and access rights management window allows the following actions:
e Grant/cancel the signature right of any level to use one, several or all accounts in the Internet Bank for the existing
and newly added account users;

e Grant/cancel the rights to generate payment orders, view account balances and statements of accounts for the ex-
isting and newly added account users;

e Grant/cancel the right to make agreements in the Internet Bank for the existing and newly added account users;

e Set limits on payment transactions to the account users and on all accounts within the limits set by the Bank.

IMPORTANT. If after login to the Internet Bank the menu item “Accounts and access rights management” is not
displayed, it means that you are not authorized to administrate the account users’ rights (the Administrator’s rights)
are not granted to you.




The request to grant the Administrator’s rights can be filled in in the Internet Bank. The request must be signed by the
company manager or his authorized person. The request is filled in by selecting “New application“ > “Document
groups“ under the menu item “Applications”: “Accounts” > “Applications”: “Grant the right to administer the
account users’ rights”. The validity period recommended for the Administrator’s rights is not shorter than 3 years.

2. Adding of account users to the list of account users

The Administrator can review and edit the rights of those representatives (hereinafter — the Account Users) who are
added to the business account management in the Internet Bank. To add new Account Users to the business account
management in the Internet Bank the Administrator needs to fill in the application “Add a new user to the Internet
Bank and/or grant credentials“. To find the application: under “Applications” select “New application“ > “Docu-

ment groups“: “Accounts > “Applications*: Application to “Add a new user to the Internet Bank and/or grant
credentials®.



A new Account User will be added to the list of the company’s list of Account Users after indication whether or not a
person already is the Internet Bank user (has a login code for the Internet Bank ).

If the Account User has a login code for the Internet Bank (e.g. with the same code logs in to other companies of the
group), you'll have to choose: “Person has a login code for the Internet Bank*.

If the Account User has no login code for the Internet Bank and is not registered in the Bank, select: “Person has no
login code for the Internet Bank“ and choose the type of credentials to be granted to the Account User. In this case
a new Account User will have to come to the nearest branch, provide his data and, if needed collect the means of au-
thentication (important: to have an ID document — passport or personal identity card, no need for any authorizations
signed by the company manager).

If the Account User has a login code for the Internet bank but has no valid credentials (e.g. the user previously had
a login code some time ago but no longer has valid credentials due to maternity/paternity leave), you should choose:
“Person has a login code for the Internet Bank but no credentials® and choose the type of credentials to be granted to
the Account User. In this case you'll be able to choose the method to receive credentials - either collecting at the nearest
branch or receiving by post.



3. Reviewing and editing of users of business accounts

The Administrator can review and edit the rights of all Account Users to whom access to business accounts is granted
in the Internet Bank, grant the rights to newly added representatives (e.g. to the company’s new financier), however he
is not authorized to cancel the 1st or A signature right for himself.

IMPORTANT. Clicking on ““Show filter” allows you to choose the status of the Account Users you want to view — only
active, only blocked, or all Account Users.




When editing the access rights of the Account Users the Administrator can perform the following actions:
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Edit the representative’s access rights to accounts:

e Grant/cancel the right to conclude agreements (agreement right);

e Grant/cancel the signature right (in view of the granted/cancelled signature right of the Account
User, the overall signature level applied to the account will be recalculated automatically. E.g.,
if 2 Account Users with the first signature right are added to the account, the account will be
operated with 1 signature, but if at least one Account User changes the signature right into the
2nd signature right the signature level for the account will be recalculated automatically and the
account will be managed with 2 signatures);

e Grant/cancel to right to view statements of account (statement right), generate payment orders
(operation right);

e Change the operation, daily or monthly limits on payment transaction amounts;

e Set the expiry date for the account user’s rights to access accounts.
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Block the access rights of the Account User. E.g., to block access temporarily during employee’s
vacation.”

Unblock the access rights of the Account User.

Cancel the company representative’s access to the company accounts in the Internet Bank.* Im-
portant. Upon cancellation of the Account User the Administrator will have no possibility to restore
his access rights.
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To view when and what changes have been made by the Administrator/Bank employee with the
specific Account User.

* After blocking or cancelling of the Account User’s access the signature level will not be recalculated at the account
level, therefore it is necessary to pay attention whether after blocking of the rights the required consistency of signatures
will remain at the signature level applied to the account. E.g., if the account is managed with 2 signatures and two Ac-
count Users with the 1st and 2nd signature right are added to it, after blocking of the Account User the account will be
further managed with 2 signatures. If the remaining active Account User enters a payment it will remain signed partially
and will not be made. In that case, after blocking of the Account User his signature right should be changed additionally,
or the same level signature right should be added to another representative.




3.1. Account User editing



The Account User editing window allows the Administrator to perform the following actions:

e In the “Valid until* field to set the expiry date for the Account User’s rights to access a business account(s).
e In the “Agreement right* field to check whether the Account User is authorized to conclude agreements.

e Inthe “Limits” column to set the operation, daily or monthly limits applied to the particular account user that cannot exceed
the maximum limits applied to the types of authentication (generator, m-signature). If the fields are left empty, the operation
limits set by the Bank, which you can view by clicking on “Standard limits”, are applied. In order to set higher than standard
transaction limits account manager who has the first signature right needs to fill in the application “Request to change
transaction limits on the internet bank”. To find the application: under “Applications” select “New application“ > “Document

Other services” > “Applications”: “Request to change transaction limits on the internet bank”.

groups*:

e In the “Account access rights” column to grant/cancel the access rights to the accounts:

Signature level | To grant/cancel the signature level authority. The signature levels are from A, 1to 3 or A, 2P, 3P, if “-” is
selected, the Account User will not be the signature authority for such account.

IMPORTANT. When the signature level is changed from lower to higher it is necessary to obtain
assurance as to the availability of at least per one Account User who can confirm transfers with
the respective level signatures, otherwise, no transfers will be possible. E.g., when the signa-
ture level is changed from 1 to 2, there must be at least one Account User with the 1st signature
right. Accordingly, when the signature level is changed from 2 to 3, there must be at least per
one Account User with the 1st and 2nd signature right.

Balance right To grant/cancel the right to view account balances.

Statement right | To grant/cancel the right to view account statements.

Operation right | To grant/cancel the right to create operations.

IMPORTANT: if the signature right is not granted to the Account User (“-”) however he holds
the right to perform transaction, the Account User can create a transaction however it should
be confirmed by the other Account User having the signature right.

4. Reviewing of business accounts and editing of their access rights

In the “Customer accounts” column all existing opened accounts can be viewed as well as their signature levels and,
if applicable, the limits on payment transaction amounts on the account level, and the used limit amount.

IMPORTANT. If the account is blocked for credit, debit or credit and debit operations it will be indicated “Account
blocked” by the account. If no information is available in the columns “Operation limit”, “Daily limit”, “Monthly limit”, it
means that no limits are set on operation amounts and standard transaction limits apply.
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When editing the rights to accounts the Administrator can perform the following actions:
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Edit the representatives’ access rights to accounts:

e To grant/cancel the signature right;

e To grant/cancel to right to view statements of account, balance, or generate payment orders.

To view when and what changes have been made by the Administrator/Bank employee with the
specific Account User.
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To set limits on payment transaction amounts at the account level (per single operation, daily or
monthly limits), that can not be higher than standard transaction limits.

4.1. Editing of account access rights

The account editing window displays the number of signatures for using the account. The signature level for the account
is set automatically according to the signature rights granted to the Users of Accounts. E.g., if two Account Users with
the first and second signature right are added to the account, then the 2-signature authority will be set automatically for
such account, however if three Account Users with the first signature right are added to the account, then the 1-signature
authority will be automatically set for the account.

IMPORTANT. When changing the signature rights of the Users of Accounts, it is important to pay attention that the
sequence of the signature rights is maintained. E.g., if the Account User is granted the 3rd signature right, at least
per one Account User with the first and second signature right must be added to the account, otherwise, payment
transactions will not be possible.




4.2, Editing of account limits

In the “Customer accounts“ window the Administrator can set limits on payment transaction amounts on the account
level: per single operation, daily and monthly limits. After setting of the limits the system will verify the amounts of all
transactions performed by the Account Users and, if the threshold is exceeded, no transactions will be allowed.

4.3. Modifying the Signature Scheme

Modifying the Signature Scheme In the Client Accounts window, the Administrator can set the account signature scheme.
There are two signature schemes: the signature group scheme and the signature quantity scheme.

IMPORTANT: After changing signing scheme all partially signed payment from this account will be rejected.
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5. Reviewing of standard limits

Clicking on “Standard limits” In the “Accounts and access rights management” window allows viewing what stan-
dard limits on operations are applied to Account Users according to the applicable authentication measures.

If need be, lower limits on operations can be set to the Account Users (see column “Account User editing”).

6. Changes report

The changes report is intended for the Administrator and the company manager to assist in controlling when and who
added, cancelled or changed the account access rights for the company’s representatives. The report reflects the
changes made by the Administrator and Bank employees.
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